SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

1of13 




SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

2 of 13 



co 

CL 



CO UJ 

2 3 
O Q 

< ^ 



LU 

o| ^ 

CNl ^ 



oo 
< ^ 

Q_ (— 

o w 



>- 
q: 
o 

LU 



CO 

o 

CM 



O 
O 
CNl 



LU 



co 

O -i 
O 3 
< Q 
O 



O UJ 

< z z 

UJ — 



UJ 



CO 




3 




CO 




LU 




I 




3 


LU 


Q 

O 


O 
< 




LI- 


ION I 


TER 






co 




ID 




a 




o 




< 


col 
ol 



CO 
LU 
Q 
O 
O 
LU 
Q 



I s -- 

CNl 



CO 

a 
o 
< 

CO 



CN]| 



CO 
Q_ 
< 

CL 

h- 
LU 

CO 
CNl 

CNl 



CO 
Q_ 

< 



col 
evil 



CO 



< 
o 

—I 
CL 
CL 
< 

o 

CO 
CNl 



CO 

I 

CL 
CO 

Q 

06 

of 

o 
o 



in 

co 

CNJ 



CO 

a 
o 
< 

CO 



t; 



CO 

co 

CN| 



CO 

ai 
O 
o 



< 
o 

t: 

Cd 

N- 
CO 
CNl 



CO 

CL 

CO 

Q 



< 
O 

CO 
CO 
CNl 



LU 

O 

> 
LU 

a 
co 
co 

>- 
—i 

< 
< 



O 
CO 
CO 
LU 
O 
O 
Of. 

Q-c5 
CNl 




CO 
LU 

I 

CO 

< 



m 

CNl 



=; cj> 
— > t*- 

O CNJ 



CO m 

Q CNl 



LU 
H 

CO 
>■ 

CO ~ 

CD g 
P 3 



2 

LU 
CL 
O 



CO — 
Q CM 




>- 

0l 
CO 

Q 



CO 
CO 
CNl 



I CNl 
I CNl 

i CNl 



CNJ 
CNl 



O 

LU 

g 

> 



LU 

I 

I 

o 
a: 



o 
o 



CNl 
CO 
CNl 



— co 

CNl 



CO 

in 
cnjI 

LU 
O 
h- < 

O 5= 



00 

in 

CNl 



uj 



o 5 
a: cnj 



CNl 


LU 


CNl| 


O 




< 






r- 


en 


3 


LU 


CL 


h- 


z 









CO 



o 

O 

I- 
3 

CL. 



3 

O 

3 
CL 



CNl 
CNl 



LU 

* o 
£ < 

O LL. 

P LU 
UJ fc 





Q 




< 




Ol 




>- 


CO 


KE 


CNll 






SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

3 of 13 



290 



Correlation 
Message Header 

2 bytes 2 bytes 2 bytes 







Number of 


Message Header 


Message Length 


correlation 


- Oxabcd 


(Includes Header) 


structures that 






follow 



Correlation 
Structure 

2 bytes 2 bytes 2 bytes Variable Length 



Protocol Identifier 


Correlation Data 
Type 


Length of 
Correlation data 
payload 


Correlation Data Payload 



FIG. 2B 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

4 of 13 



300- 



200 



INBOUND SET-UP 



ANALYSIS 
DEVICE 



r 



114 



SWITCH A 



CORRELATION 
KEYS 



164 

SOFTSWITCH 



SS7 ISUP 
IAM 
+0 




r 



MGCP 
CRCX 
+45 



MGCP CRCX 
RINGING 
+45 



222-333-444+1027 



S5-DS1-0/ 
tg rOOatl . ag i lent.com 



FIG. 3 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.. 10031368-1 

5 of 13 



400- 



OUTBOUND SET-UP 



r 



118 



164 



SOFTSWITCH 



MGCP NTFY 
+0 




MGCP 
CRCX 
+32 



SWITCH A 



SS7 ISUP 
IAM +65 



14- 



r 



200 



ANALYSIS 
DEVICE 



CORRELATION 
KEY 



FIG. 4 



500- 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMU NICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

6 of 13 

CALL SEQUENCE DIAGRAM FOR THREE (3) SAMPLE CALLS 



SWITCH A 
146-193-14 



114 



ANALYSIS 

DEVICE 
200 



r 

HI 



116 



SWITCH B 

221 -J 13-42 



j Call #1 - IAM 
|DPC: 153-28-30 
jOPC: 146-193-14 
j CIC: 131 

| Timestamp: 00000 j 



IB SETUP PSTN 



164 



SOFTSWITCH 
153-28-30 



Correlation key 
Call #1 



j Call #2 - IAM 
j DPC: 221-53-42 
jOPC: 153-28-30 
| CIC: 22 

j Timestamp: 00063ms 




Call #3 - IAM 
DPC: 153-28-30 
OPC: 146-193-14 
CIC: 133 

Timestamp: 00088ms 



IB SET-UP PSTN 



Correlation key 
Call #2 



Correlation key 
Call #3 



Call #2 - REL 
DPC: 221-53-42 
OPC: 153-28-30 
CIC: 22 

Timestamp: 21511ms 



OB TEARDOWN PSTN 




Call #1 - CRCX 

Endpoint: 

S4/DS1-1/ 

1 @TGR02COS.cos0.company 
.net 

Call ID: 66d3 
Timestamp: 00045ms 



SETUP LAN 

| Call #2 - CRCX 
I Endpoint: 
IS4/DS1-2/ 

1 2@TGR02COS.cos0.company 
i .net 

| Call ID: 65e1 
Timestamp: 00046ms 



OB SET-UP LAN 



Call #3 - CRCX 

Endpoint: 

S4/DS1-3/ 

3@TGR02COS.cos0.company 
.net 

Call ID: 51c2 
Timestamp: 00112ms 



IB SET-UP LAN 




1 Call #2 - DLCX 
j Call ID: 65e1 
| Timestamp: 21503ms 

OB TEARDOWN LAN 



FIG. 5A 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

7 of 13 



500- 



r 

n 



SWITCH A 
146-193-14 



CALL SEQUENCE DIAGRAM FOR THREE (3) SAMPLE CALLS 
114 ^116 



SWITCH B 
221-JS3-42 



Call #1 - RLC 
DPC: 153-28-30 
OPC: 146-193-14 
CIC: 131 

Timestamp: 30102ms 




Call #3 - RLC 
DPC: 153-28-30 
OPC: 146-193-14 
CIC: 133 

Timestamp: 42313ms 



IB TEARDOWN PSTN 



SOFTSWITCH 
153-28-30 




Call #1 - 250 
Call ID: 66d3 
Timestamp: 30107ms 



IB TEARDOWN LAN 



Call #3 - 250 
Call ID: 51 c2 
Timestamp: 42318ms 



IB TEARDOWN LAN 



FIG. 5B 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

8 of 13 



600 



Q Start ^) 




YES 

© 



FIG. 6A 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

9 of 13 




Extract all endpoint information 
from the correlation key 

614 



Add all endpoints to correlation 
table (245 of FIG. 2) 

616 



For each endpoint in correlation 

key save correlation key in 
5^3 correlation key table 




FIG. 6B 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et a!. Agilent Technologies PDNO.: 10031368-1 

10 of 13 



NO 



)oes active call temp store^ 
have more than one call 
for each Endpoint in 
the correlation key? 

628 

YES 



Merge calls into new call 

632 


} 


f 


Add unique call reference to currently 
established calls 

634 




f 



( End ) 



FIG. 6C 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et at. Agilent Technologies PDNO.: 1 0031 368-1 

11 of 13 



700 



702 



C Start ^ 

: 

Decode message to extract Endpoint 
(i.e., SS7=146-193-14+131 
MGC>=S4/DS1-1/1@TGR02COS.cos0.company.net) 



YES 




Add message to this call leg's data 
712 structure 



Create call leg entry 
706 




YES 



Perform call tear 
734 down 




YES 



c 



End 



Does correlation key 
^xist for this endpoint^ 
714 

NO 



Generate unique call ID in call table 

and associate with call leg entry 
716 



Additional Endpoints to 
consider? 
724 



NO 



Associate the unique call ID already 
existing for correlation key Endpoint 



Query each other Endpoint in 
correlation key 

724 




FIG. 7A 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: Alistair K. C. Scott et al. Agilent Technologies PDNO.: 10031368-1 

12 of 13 




Tear down call 
738 



J 

c End ) 



FIG. 7B 



SYSTEM AND METHOD FOR CORRELATION OF DISSIMILAR 
TELECOMUNICATION SIGNALING PROTOCOLS 

Inventors: AHstair K. C. Scott et al. Agilent Technologies PDNO.: 10031 368-1 

13 of 13 




: XI ! 



u-l V 



urn 



• m 






0) 










) ro 


OS 




CO 








o 


. — ^ 




E 




E 


E 


E 


E- 


» rs 


CN 


CO 


W (N 


w 


to 


CO 


W (N 


) 6 


6 


00 


a> i 


(N 




to 


° a 


) O) 


0) 


K 


8? 


o 


o 


o 


s? 




0) 




*J- 


(D 


CD 




) CO 


co 


00 


(N CO 


in 


00 


CD 


t- n 


) m 


m 


CD 


co m 


CN 


O 


O 


ct) m 


J CN 


CN 


CO 


O CN 


o 




CD 


CN CN 


A 


A 


<n 




* 


co 


CO 








o 


s : 


o 


o 


o 


S 1 


4 rs 


CN 


o 




o 


o 


o 


O (m 


) o 


O 


-C 




-C 


sz 


r 


c O 






CO 




to 


CO 


CO 




) IT) 


in 


0 


®s 


? 


® 


3) 


@>n 


* ^ 




















a a i 


a a a 


aT 


) 0) 




o 


o 0) 


o 


o 


o 


o CD 


• * 




a a 




4 CN 


CN 


co 


0 CN 


w 


CO 


w 


« CN 



CN 
CO 
(0 



m 
o 

CN 
I N 



< CO CN CN CO 

r— OCOCOODt— t— OOOOCOCOOtr-rOin 
O(NOnt^CD0)O^'(N0)0)T-(NCNCNCN 
IO^mx-T-CNCNCN(Nf0Ttir)inCDC0C0C0C0C0 

+ + + ♦ + + + ♦ + + + + + + + 



00 >, 

CN C g 

ri a > 

CO C o 

CD' - £ 

o » , 

™£x 

> P- S o 



.c 

It 



u. o 



T3 

c 



h X 



,|o 

i Z o 

I < CN 

o m 

CN CO 

CO CO 

CO CO 

+ + 



00 > 

co a 
c 

cd a > 

r ID r 

2- § 

n c5 S 
a> ° *- 

X X °hX 

^ o <n o o cs o: rr s cn S 

ooKCocooocNnmcd 
CDincD^KcocoT-^incfl 
•ntDCDr^oocococnocnq 
cocococococoncococo^ 

CDCDCDCJiOCDOOCDCDCr. 
+ + + + + + + + t + + 



laaaaaaaooo 



